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Case Studies: Empowerment 2   
Proposed Answers   

 

Case 1: Modeling bad actors in the context of Empowerment  
 

VoiceX is an advanced AI tool designed to create realistic audio deepfakes, with the inclusive goal of 
empowering individuals with communication disabilities. It enables users who struggle with vocal 
communication to convey clear and authentic messages, either with their own voice by uploading a 
sample, or with a pre-recorded voice of their choice available in the tool. 
 
Apply the Bad Actors Modeling Strategy to identify and analyze potential harmful actions or 
negative consequences that could arise on VoiceX, using the five motivation categories (Money, 
Politics, Entertainment, Ideas, Self-interest).  
 
Consider the following questions: 
➔​ What harmful actions can be taken in each category? 
➔​ How might these actions impact users and the platform? 

Proposed answer: 
Money  

●​ Scam: Scammers could use VoiceX to create realistic audio deepfakes that mimic the voices 
of trusted individuals ( family members, bank advisors) to deceive victims into transferring 
money or sharing sensitive information. 

●​ Exploitation of famous voices: Scammers could create audio deepfakes of known 
personalities and post it on social media platforms to get advertisement revenue or to sell 
fake products (e.g. see this news article). 

Politics:  
●​ Political manipulation: VoiceX could be exploited to create audio deepfakes of political 

figures making false statements, endorsing false ideologies, or participating in non-existent 
events. These deepfakes could be used to spread misinformation and manipulate public 
opinion during elections. 

●​ Fake news: Political activists or adversaries could use VoiceX to generate audio content 
that spreads propaganda or undermines political opponents, contributing to political 
polarization. 

Entertainment:  
●​ Exploitation for mocking content: VoiceX could be misused to create humorous or viral 

content, for instance at the expense of specific individuals (e.g. celebrities or political 
figures). This could involve creating deepfakes that mock or parody users, turning their 
attempts at communication into a form of entertainment for others. 

●​ Trolling: VoiceX could be used to create harmful or embarrassing audio content of 
celebrities, influencers, or individuals (e.g. victims of bullying), which could be shared widely 
for entertainment, leading to reputational damage. 

Ideas:  
●​ Spread of misinformation: VoiceX could be used to generate deepfakes that spread 

harmful misinformation, e.g. diffused through podcast or streaming platforms. Branded as 
educational content, these fake resources could reach a large audience not sensitised to 
this type of issue, e.g. young publics. 

Self interest:  
●​ Manipulation of personal relationships: Individuals might use VoiceX to create deepfakes 

that manipulate personal relationships, such as creating fake audio of loved ones or 
caregivers. This could be used to exploit trust, manipulate emotions, or gain personal 
advantage. 

 
To learn more: Deepfakes and the crisis of knowing | UNESCO 
(https://www.unesco.org/en/articles/deepfakes-and-crisis-knowing)   
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Case 2: Ethical Speculation  
 

Task:  
Imagine an episode of “Escape the Mirror” (our version of “Black Mirror”) where a character is 
disempowered because of software (e.g. deceived, manipulated, left without recourse…). 
 
You can get inspiration from one of the following topics, or choose any other topic related to 
Empowerment questions:  

1.​ Trust and automation bias in algorithmic decision-making 
2.​ Chatbots (manipulation, dependency, and privacy risks) 
3.​ Deepfakes 
4.​ Algorithms used by governments (e.g. social security…) or education institutions 
5.​ Privacy and surveillance 

 
Feel free to search the web and read news articles for inspiration. 
Here are some: 

●​ Instagram and Threads moderation is out of control - The Verge  
●​ SocialAI offers a Twitter-like diary where AI bots respond to your posts | TechCrunch  
●​ Researchers say AI transcription tool used in hospitals invents things no one ever said | AP 

News 
●​ Someone Put Facial Recognition Tech onto Meta's Smart Glasses to Instantly Dox Strangers 
●​ FTC Announces Crackdown on Deceptive AI Claims and Schemes | Federal Trade 

Commission  
●​ Google Serving AI-Generated Images of Mushrooms Could Have 'Devastating 

Consequences'  
 
Remember from the Introduction module, there are two steps to ethical speculation: 
 

1.​ The first part is to create a dark dystopian episode that  emphasizes an ethical issue related 
to software. Imagine a medium or distant future where technology causes significant 
impacts on society. Focus on a fictional person, or small group, whose story demonstrates 
this dystopian scenario. Your episode pitch must include: a title, a fifty to one hundred word 
summary of the episode, and an image to represent your dystopian tale.  
 

2.​ You will then design the happy ending for your episode. Use the template to outline the 
ethical problem, its immediate and future consequences. Imagine how to resolve the ethical 
issues from part 1, think about solutions that lead to a better future and explain their 
positive outcomes . 

 
Proposed answer: 
Proposition 1:  
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https://www.theverge.com/2024/10/9/24266096/instagram-threads-moderation-account-post-deleted-limited
https://techcrunch.com/2024/09/17/socialai-offers-a-twitter-like-diary-where-ai-bots-respond-to-your-posts/
https://apnews.com/article/ai-artificial-intelligence-health-business-90020cdf5fa16c79ca2e5b6c4c9bbb14
https://apnews.com/article/ai-artificial-intelligence-health-business-90020cdf5fa16c79ca2e5b6c4c9bbb14
https://www.404media.co/someone-put-facial-recognition-tech-onto-metas-smart-glasses-to-instantly-dox-strangers/
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-announces-crackdown-deceptive-ai-claims-schemes
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-announces-crackdown-deceptive-ai-claims-schemes
https://www.404media.co/google-serves-ai-generated-images-of-mushrooms-putting-foragers-at-risk/
https://www.404media.co/google-serves-ai-generated-images-of-mushrooms-putting-foragers-at-risk/
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Proposition 2:  
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Proposition 3:  
 

 

 
 

Case 3: Filling a datasheet  
 
Context 
You are tasked to train a Machine Learning model that will serve as a layer of identification in an 
application: the model should, from a small sample of images from a person, be able to recognize it. 
 
You have found the dataset MS-Celeb-1M, which is exactly what you need to pretrain your model! 
As a responsible software developer, you want to ensure that this dataset is safe to use. To do that, 
you remember that datasheets can help you identify potential ethical issues with a dataset. 
Unfortunately, there is no datasheet for this dataset. Therefore you decide that you will do it.  
To help you in this task, we provide you below with a summary from the original paper describing 
the dataset that should be sufficient to fill the datasheet. 
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Note: this summary is for pedagogical purposes only, the source article is the only reference to 
consider regarding this dataset and the associated research. ​
 
Original paper for reference:  
Guo, Y., Zhang, L., Hu, Y., He, X., & Gao, J. (2016). MS-Celeb-1M: A Dataset and Benchmark for 
Large-Scale Face Recognition. In B. Leibe, J. Matas, N. Sebe, & M. Welling (Eds.), Computer Vision – 
ECCV 2016 (pp. 87–102). Springer International Publishing. 
https://doi.org/10.1007/978-3-319-46487-9_6  
 
 
Summary 

The goal of the development work described in the paper is to train Machine Learning models to 
identify people in images. 
For this purpose, the study describes 3 sets of data: 

●​ A celebrity list: it includes 1 million celebrities (information only, no image). 
●​ A dataset to be used for benchmarking (i.e. evaluating the performance of ML models): it 

includes 1500 celebrities from the list as well as 30K images, mixing manually verified 
images (2 per celebrity) with randomly selected images as distractors. 

●​ A dataset to be used for model training: it includes only the top 100K celebrities and 100 
images per celebrity. 

The celebrity list is selected from a knowledge graph called Freebase [Note: see this wikipedia 
article]. Freebase is a graph made of nodes and links that establish relationships between the 
nodes. Nodes correspond to topics, and Freebase covers several millions of topics about real-world 
entities like people, places and things. Each entity is identified by a unique key and associated with 
rich properties. Celebrities have been selected from Freebase as entities which represent real 
persons. These entities have been ranked based on the frequency of their occurrence on the web. 
Only the top one million entities have been kept. These include people with varied professions, 
nationality, age, and gender: the list includes 2000 different professions, 200 distinct 
countries/regions, a range of ethnicities and age.  

The benchmarking dataset contains Freebase entities and associated images. The celebrities are 
sampled from the celebrity list such that the dataset mainly focuses on top celebrities (ranked 
among the top in the occurrence frequency list) while 25% of the celebrities come from tail of the 
list celebrities (celebrities not mentioned frequently on the web, e.g., from 1 to 10 times in total) to 
guarantee the measurement coverage over the one-million list. The images have been scraped from 
the web using multiple variations of a search query used for each celebrity to capture diverse 
images which are truly about the given celebrity. Around 30 images have been scraped per 
celebrity. The authors of the study have manually evaluated the images and each celebrity has been 
associated with 2 images: one selected randomly, the other chosen so that it is the most different 
from all the other images for this celebrity. Then, these images have been blended with images 
from other celebrities or ordinary people, resulting in a dataset of 30K images. 

The dataset provided by the authors to train Machine Learning models includes both Freebase 
entities and associated images. It contains the top 100K celebrities from the one-million celebrity 
list in terms of their web appearance frequency. For each celebrity, around 100 images have been 
retrieved from the web using popular search engines. This dataset contains around 75% of the 
celebrities from the benchmarking dataset. 

Exercise 
1.​ Fill the datasheet with information from the text provided above: cells with a gray 

background have already been filled out, you need to complete the cells with a white 
background. 

2.​ Highlight 2 ethical problems with this dataset 
 
 

Proposed answer: 
1.​ Datasheet: 
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Motivation 

For what purpose was the dataset created? Was 
there a specific task in mind? Was there a specific 
gap that needed to be filled?  

Create a benchmark for face identification, based on images of 
celebrities. 

Who created this dataset and on behalf of which 
entity? 

Yandong Guo, Lei Zhang, Yuxiao Hu, Xiaodong He, Jianfeng Gao, for 
Microsoft. 

Who funded the creation of the dataset? Microsoft. 

Composition 

What do the instances that comprise the dataset 
represent? 

Instances represent celebrities, i.e. people known from the general 
public. 

How many instances are there in total? 1 million 

Does the dataset contain all possible instances or is 
it a sample of instances from a larger set? If the 
dataset is a sample, then what is the larger set? Is 
the sample representative of the larger set? If so, 
please describe how this representativeness was 
validated/verified.  

The celebrity list contains only a subset of Freebase relating to real 
persons, only the top one million entities when ranked by frequency 
of appearance on the web. 
The benchmarking dataset contains a subset of the celebrity list 
(1500 celebrities), with a mix of manually selected images and 
automatically selected distractors. 
The training dataset contains also a subset of the list (100K 
celebrities), with 100 images automatically retrieved from the web 
for each celebrity. 
 
The representativeness of the datasets can be questioned in the 
following ways: 

-​ “celebrity” is defined as frequency of appearance on the 
web, which may not represent all types of celebrity, may 
misrepresent celebrity (e.g. journalists are present on the 
web but not celebrities) and under-represent populations 
for whom web presence is not developed 

-​ the datasets contain only “celebrities”, therefore it is not 
representative of non-celebrities (their attributes and the 
type of images available online may differ greatly from the 
general population) 

-​ the celebrities in the benchmarking and training datasets 
have been sampled with strategies focusing on the 
celebrity ranking but we don’t know if the 
representativeness in terms of attributes (e.g. gender, 
profession, etc.) has been ensured 

What data does each instance consist of? “Raw” 
data or features? 

Each instance has two pieces of data: 
-​ entity key from Freebase linking to personal information 

including profession, nationality, age, and gender 
-​ images of faces  

Is any information missing from individual 
instances? If so, please provide a description, 
explaining why this information is missing (e.g., 
because it was unavailable). This does not include 
intentionally removed information, but might 
include, e.g., redacted text. 

No. 

Are relationships between individual instances 
made explicit? If so, please describe how these 
relationships are made explicit. 

Yes, by their entity links. If two images share the same entity link, it 
means that the person in the image is the same. 

Is the dataset self-contained, or does it link to or 
otherwise rely on external resources? 

It links to Freebase entities. 
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Does the dataset contain data that might be 
considered confidential? 

As we don’t know where the images come from exactly, nor what 
information about the entity is present in Freebase, it is possible 
that data can be considered confidential. 

Does the dataset contain data that, if viewed 
directly, might be offensive, insulting, threatening, 
or might otherwise cause anxiety? If so, please 
describe why. 

It can, if images of the celebrities are unsafe (e.g. images of 
intimate life or violence taken by paparazzi).  

Does the dataset relate to people? If not, you may 
skip the remaining questions in this section. 

Yes. 

Does the dataset identify any subpopulations? Yes, subgroups based on profession, nationality, gender and date of 
birth. 

Is it possible to identify individuals , either directly 
or indirectly from the dataset?  

Yes, explicitly. 

Does the dataset contain data that might be 
considered sensitive in any way? 

Yes. 
Faces can be considered biometric data, and they make possible the 
identification of people (which is the goal of  the research described 
in the paper). 
In addition, some images may have been made publicly available 
against the will of their authors. 

Collection Process 

How was the data associated with each instance 
acquired? Was the data directly observable, 
reported by subjects, or indirectly inferred/derived 
from other data? 

For the celebrities, data from Freebase has been reused but how it 
was originally obtained is not described.  
For the images, they have been obtained from web scraping. 
The link between the photos and the Freebase entities was 
manually labeled. 

What mechanisms or procedures were used to 
collect the data? If the dataset is a sample from a 
larger set, what was the sampling strategy? 

Celebrity list: selection of entities which correspond to real persons, 
ranked by their overall presence on the web as an indicator of 
celebrity. 
Benchmarking dataset:  

-​ only the top celebrities with  25% of the celebrities coming 
from the bottom 90% of the one-million list, 1500 in total 

-​ 2 images per celebrity: one randomly selected, the other by 
maximizing difference with other images 

Training dataset: 
-​ only the top 100K celebrities 
-​ 100 images from web scraping 

Who was involved in the data collection process and 
how were they compensated? 

Unknown, probably the authors of the paper. 

Over what timeframe was the data collected? Does 
this timeframe match the creation timeframe of the 
data associated with the instances? 

Unknown. 

Were any ethical review processes conducted?  Not indicated (probably no). 

Does the dataset relate to people? If not, you may 
skip the remainder of the questions in this section 

Yes. 

Was the collection of the data from the individuals 
in question directly, or obtained it via third parties 
or other sources? 

Obtained via third parties (Freebase and web scraping). 

Were the individuals in question notified about the 
data collection?  

Not indicated (probably no). 

Did the individuals in question consent to the 
collection and use of their data? 

Not indicated (probably no). It is even possible that the individuals 
were not aware that the data existed in the first place. 
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Has an analysis of the potential impact of the 
dataset and its use on data subjects (e.g., a data 
protection impact analysis) been conducted?  

Not indicated (probably no). 

 
2.​ Highlight 2 ethical problems with this dataset: 
-​ Empowerment & Privacy: Consent from the individuals has not been obtained, some people 

could have their faces in this dataset without them wanting to. 
-​ Fairness: The dataset’s focus on public figures, primarily celebrities, risks creating models 

that perform poorly on diverse populations and may reinforce biases.​ 
-​ Safety: The dataset can be exploited for harmful applications such as mass surveillance,  the 

tracking of individual persons (e.g. journalists) or to infer sensitive traits​ for discriminatory 
or oppressive uses. 

 
Complementary information: the original dataset has been taken down because of the number of 
ethical concerns it raised. You can find more information here: https://exposing.ai/msceleb/  
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Except where otherwise noted, the content of this document is licensed under a Creative 
Commons Attribution 4.0 International License (CC BY) 

http://creativecommons.org/licenses/by/4.0/ 
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